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param appName string
param location string = resourceGroup().location
resource vnet 'Microsoft.Network/virtualNetworks@2024-05-01' = {
location: location
name: '${appName}-vnet'
properties: {
addressSpace: {
addressPrefixes: [
'10.0.0.0/16'

}
}
}

az deployment group create ¥
--resource-group ${resource_group} ¥
--parameters appName=${app_name} ¥
--template-file main.bicep
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param appName string
param location string = resourceGroup().location
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resource vnet 'Microsoft.Network/virtualNetworks@2024-05-01" = {
location: location

name: '${appName}-vnet'
properties: {
addressSpace: {
addressPrefixes: [
'10.0.0.0/16'
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resource nsg 'Microsoft.Network/networkSecurityGroups@2024-05-01" = { resource snet 'Microsoft.Network/virtualNetworks/subnets@2024-05-01" = {

location: location name: 'snet'

name: '${appName}-nsg' parent: vnet

properties: properties: {

securityRules: [ addressPrefixes: [

) '10.0.1.0/24"

} networkSecurityGroup: {
id: nsg.id
}
}
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resource nic 'Microsoft.Network/networkInterfaces@2024-05-01' = {

location: location

name: '${appName}-nic'

properties: {
auxiliaryMode: 'None' //ARM 7> 7L — b & V) gEe
auxiliarySku: 'None' // s
disableTcpStateTracking: false //
enableAcceleratedNetworking: false // ”
enablelPForwarding: false //
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resource pip 'Microsoft.Network/publiclPAddresses@2024-05-01" = {
location: location
name: '${appName}-pip'
sku: // EH sku Z18E
name: 'Standard'
tier: 'Regional’

properties: {
idleTimeoutinMinutes: 4 // ARM 7> 7L — k & V) BE
publiclPAddressVersion: 'IPv4'
publiclPAllocationMethod: 'Static'

zones: [
By
]
}

main.bicep— %y =74 X 7 —R

Tp%onfigurations: [
name: 'ipconfigl’

properties:

primary: true

private|PAddress; '10.0.1.4'

private|PAddressVersion: 'IPv4'

private|PAllocationMethod: 'Static' . N N

pu_talchPA_c(deress: { [/ BB LT=/X7 )y 7 IP 7 KL RERE
id: pip.i

subnet: { [/ B LT=Y 7 %y b EIRE
id: snet.id

type: 'Microsoft.Network/networkInterfaces/ipConfigurations'

}
nicType: 'Standard'
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param adminUsername string = 'azureuser'  // VM OEBED 1 —Y —%
param keyData string // ssh 2B +F—

resource vm 'Microsoft.Compute/virtualMachines@2024-07-01' = {
location: location
name: '${appName}-vm'
properties: {
additionalCapabilities: {
hibernationEnabled: false // IR1EIREE

diagnosticsProfile: {
bootDiagnostics: { /] 7 — bW
enabled: true
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osProfile: {
adminUsername: adminUsername //VM OEEZED1—H—%

computerName: '${appName}-vm' /] PR RERANE
linuxConfiguration: {
disablePasswordAuthentication: true

ssh: {
pul{:)licKeys: [ // ssh AB ¥ —
keyData: keyData
path: '/home/${adminUsername}/.ssh/authorized_keys'
]
}
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hardwareProfile: {
vmSize: 'Standard_B2ts_v2'

networkProfile: {
networklInterfaces: [

id: nic.id
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securityProfile: {
securityType: 'TrustedLaunch’
uefiSettings: {
secureBootEnabled: true
vTpmEnabled: true
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storageProfile: {
diskControllerType: 'SCSI'
imageReference: /] A X—
offer: 'ubuntu-24_04-Its'
publisher: 'Canonical'
sku: 'server'
version: 'latest’

osDisk: { //0S T4 22
caching: 'ReadWrite'
createOption: 'FromImage'
diskSizeGB: 30
name: '${appName}-osdisk’
managedDisk:
storageAccountType: 'StandardSSD_LRS'

osType: 'Linux'
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}

zones: [
Y
]
}

az deployment group create ¥
--resource-group ${resource_group} ¥
--parameters appName=${app_name} keyData=${key_data} ¥
--template-file main.bicep
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